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Linking all IIJ Businesses to IoT
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Overview of IIJ's IoT Business

Shinsuke Okada, 
Division Director, IoT Business Division, 
Internet Initiative Japan Inc.



Market Changes
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IoT initiatives have started to take off

• Companies are being forced to transform their conventional business activities, and there is a shift to combining 
existing services and products with ICT to enhance their value.

• Until several years ago, many projects were being halted at the proof-of-concept (PoC) stage, but over the last couple 
of years, the business divisions and product development divisions of operating companies have started to work on 
IoT initiatives in earnest.

Industrial machinery 
manufacturers

• Shift from the reactive post-sales maintenance model to proactive field services able to make predictions based 
on data

Car accessory 
manufacturers

• Expansion of service businesses by acquiring data through the networking of products and establishing software 
technology development organizations to develop services that use that data

Measuring instrument 
manufacturers

• Expansion of services to streamline and improve the accuracy of recording tasks by going beyond just 
"measuring" things and providing added value linking the data customers measure with their business systems

Automotive manufacturers • Improved efficiency of equipment management to cover personnel shortages, analyzing the expertise of skilled 
workers in maintaining operating capacity and implementing traceability to ensure quality

Trading companies 
(agriculture)

• Shift from the sales of pesticides and chemical fertilizers to the provision of pesticide spraying technologies that 
reduce the amount used, and the development of cutting-edge agricultural technologies that support the 
production lifecycle into services

Examples of Changes Among IIJ Customers



Overview of IIJ's IoT Business
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+49% increase 
(compared with FY2018)

FY17 FY18 FY19

FY2017 FY2018 FY2019

More than doubled 
(compared with FY2018)

IoT-related Sales IoT-related Projects

* IoT-related sales and IoT-related projects are both single fiscal year graphs
* In FY2018 and FY2019 there was substantial sales growth due to large 
individual SI sales, and introduction efforts for these projects converged at the 
end of FY2019.

 Around 90% of our business client divisions are non-
information systems divisions (aggregate for IoT 
Business Division in FY2019)

 Demand has continued to grow, particularly with mobile 
services aimed at enterprise IoT applications, and the 
number of projects has also expanded rapidly, driven by 
activities getting into full swing in respective fields.



Two Axes of IIJ's IoT Business Activities
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Roll out IIJ services in a form that suits the IoT market

 IIJ will provide customers with the network, cloud and security services it already offers in a form suitable for 
the IoT market

 One of the activities that reflects these actual conditions is the development and market rollout of the IIJ IoT 
Service.

Development and expand new IIJ services in the IoT market

 Development of services and solutions that package together sensors, networks, cloud computing and 
applications, and their rollout to specific fields

 Taking the the expertise gained from practical application in the field and the needs that have been identified, 
and reflecting them in IIJ services



IIJ IoT Service (IoT Platform)
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Device Monitoring
Keeping Track of 

Devices

Device Control
Device Management and Control

Data Storage
Accumulation of Sensor Data

Data Hub
Data Encryption and Forwarding

Cloud Adapters
Azure/AWS IoT Connection and 

Authentication

Private Connector
Multi-Cloud Connection

Private Mobile Gateway

Proprietary Closed Network

Mobile Access
Closed SIMs Specifically for IoT, Full MVNO Support

Learn more on the website
https://www.iij.ad.jp/biz/iot/

WISE-PaaS Connector
Closed Connection with 
WISE-PaaS (Domestic)

NEW



Specific Areas of Focus for IIJ
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Industry
(Manufacturing)

Agriculture Home / Care 
Monitoring Energy

Activities in these specific areas become solutions based on IIJ IoT Service



The Big Picture of IIJ's IoT Efforts
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Cloud Services

Network Services

Edge Equipment / Facilities / 
Sensors

Gateway
IoT Gateway Equipment / Industrial PCs / LoRaWAN® Gateway Equipment

Unique Device Agent

IIJ IoT Service (IoT Platform) (Device / Network Management and Data 
Utilization Shared IoT Infrastructure)

WISE-PaaS IIJ Japan-East

Specific Fields and Businesses

Se
cu
rity

Areas of IIJ 
Activities

Legend

IIJ Water Management Platform Necolico Home Plus
(PaaS for Industrial IoT)

Local 5G
(Fully MVNO)

LTE / LTE-M
(Fully MVNO)

LoRaWAN® WAN/VPN

Secure (Closed) Network

s

* WISE-PaaS IIJ Japan-East is a service provided by Advantech created through collaboration between IIJ and Taiwan-based Advantech.
* Necolico Home Plus is a service provided by necolico LLC, which was established through a joint venture between IIJ and Chubu Electric Power.

Industry 
(Manufacturing) EnergyAgriculture Home / Care 

Monitoring



IIJのIoT全体像
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クラウドサービス

ネットワークサービス

エッジ機器・設備・センサー

ゲートウェイ
IoTゲートウェイ機器・産業用PC・LoRaWAN®ゲートウェイ機器

独自デバイスエージェント

IIJ IoTサービス(IoTプラットフォーム) (デバイス/NW管理・データ活用 IoT共通基盤)

WISE-PaaS IIJ Japan-East

特定分野・業務

セ
キ
ュ
リ
テ
ィ

IIJ活動領域
凡例

IIJ水管理プラットフォーム ネコリコホームプラス
(産業IoT向け PaaS)

Local 5G
(フルMVNO)

LTE / LTE-M
(フルMVNO)

LoRaWAN® WAN/VPN

セキュア(閉域)ネットワーク

for 水田

※ WISE-PaaS IIJ Japan-Eastは台湾Advantech社とIIJの協業により実現されたAdvantech社によるサービスです
※ ネコリコホームプラスは中部電力とIIJの協業により設立された合同会社ネコリコによるサービスです

産業(製造業) エネルギー農業 ホーム・見守り

5G/L5G
Edge

AI/Cloud
IoT

Security



Initiatives in Specific Fields

Shinsuke Okada, Division Director, 
IoT Business Division; 
Toru Saito, Deputy Division Director, IoT 
Business Division,
Internet Initiative Japan Inc.



• Development of WISE-PaaS IIJ Japan-East, a PaaS for Industrial IoT

• Development of IIJ LoRaWAN® Solution for HACCP Temperature Control Aimed at Food-related Businesses

• Expansion of Factory IoT Achievements (August 3, 2020: Announcement of the Building of Production Line 
IoT System for Toyota Motor Hokkaido)

• Announcement of New Industrial IoT Solution (Today)

Industry 
(Manufacturing)
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• Completion of the three-year demonstration project on smart agriculture utilizing IoT

• The commercialization of agricultural IoT and the rollout of the IIJ Water 
Management Platform for Rice Paddies service

• Advancement of water management utilizing sensing data

Agriculture
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Service Launch from 2020
Mass-produced rice paddy sensors @ 

Bibai, Hokkaido
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• Rollout of the necolico HOME+ home IoT service for individuals

• Launch of the "Independent Care Assistant" as an application for care monitoring

• Demonstration testing on detection of frailty indicators using AI and electrical 
power data

Home / Care Monitoring
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Collaboration between the University of 
Tokyo and Mie Prefecture
Demonstration of the detection of frailty 
indicators using AI and electrical power 
data
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• Advancement of empirical research towards developing more advanced meter reading

• Promotion of activities to develop solutions in the smart security field

• Promotion of new household energy management systems integrated with storage batteries, EVs and so 
on

Energy
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Solutions for IIoT
IIJ Industrial IoT Secure Remote Management
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Yosuke Takadate, Manager, 
Solution Integration Section, 
IoT Business Division,
Internet Initiative Japan Inc.

Solutions for IIoT
IIJ Industrial IoT Secure Remote Management
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Contents

1. Background to the Solutions Provided by IIJ

2. Overview of IIJ Industrial IoT Secure Remote Management

3. Solution Details
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Background to the Solutions Provided by IIJ



23

IIJ's Vision for Industrial Sector
By combining the IT components accumulated to date as "services,"

establish new services and solutions in the industrial sector

Sensors

Gateway Equipment
D e v i c e A g e n t

Connectivity

G a t e w a y D e v i c e s

Local 5G LoRaWAN® WAN/VP
N

LTE/LTE-M

Cloud Computing AzureAWSGoogle

Connecting and Integrating
w i t h E x t e r n a l C l o u d s

Device , Networ k and D ata M anagement
I n f r a s t r u c t u r e Device Control

IoT Platform 
(IIJ IoT Service)

Device 
Management

Industrial IoT

Full MVNO

C l o u d
C o m p u t i n g

Electric PowerHome IoT Agricultural IoTHACCP

Azure AWS Google
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WISE-PaaS IIJ Japan-East

Cloud Service

Network Services

Edge Devices

IaaS 
(Public/Private)

Integrated Operation 
and Management IoT Platform

LTE/LTE-M WAN/VPN LoRaWAN®
Closed network

OEE Overall 
Equipment 
Effectiveness 

PHM Prognostic 
Health 
Management

EMS Energy 
Managemen
t M2I Protocol 

Conversion

IVA Intelligent Video 
Analytics

DS Digital 
Signage

SR
Situation 
Room
Co-created 
SRPs

More
PaaS & Solutions

(iSensing, Automation & Embedded Platform)

One-stop Provision

Secure IIoT Network

Open & Multi

Features of WISE-PaaS IIJ Japan-East

×
WISE-PaaS IIJ Japan-East

Speedy and all-in-one provision from 
ADVANTECH's extensive range of hardware to 

network and the cloud.

Providing cloud computing through data centers 
based in Japan, allowing all types of networks, 

particularly mobile, to be used safely

Supports acquisition of data from more than 200 
PLCs/CNCs in Japan and abroad

PaaS is open source-based and its technologies 
can be learned easily

LoRa®Sub-1GHz NB-IoT eMTCBluetoothWi-Fi
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The Current State of Digitization in Manufacturing

2020 Edition of the Ministry of Economy, Trade and Industry's "White 
Paper on Manufacturing Industries"

Is the visualization of the operational state of industrial 
machinery, lines and manufacturing processes taking 

place?
Issues with Digital Introduction

Material: JILPT "Research on Securing and Developing Manufacturing Human Resources in Response 
to the Advance of Digital Technologies"

Points causing issues when utilizing digital technologiesIs visualization being performed on the operational state of machinery 
in individual processes?

 Want to implement approx. 
40%

 Have plans to implement 
approx. 10%

Material: Mitsubishi UFJ Research & Consulting Co., Ltd. "Research on Issues of the Manufacturing 
Industry in Japan and Direction of Responses" (December 2019)

Lack of expertise concerning the introduction of digital technologies

Lack of human resources able to take a leading role in utilizing digital 
technologies

Lack of budgetary resources needed to introduce digital technologies

Lack of expertise to foster the development of human resources able to 
take leading roles in utilizing digital technologies

There are other issues that take precedence
Lack of budgetary resources needed to retain and develop human 
resources able to take leading roles in utilizing digital technologies

Unsure of the effects from introducing digital technologies
No management vision or strategies

Inadequate support in terms of government policies and schemes when 
utilizing digital technologies

No issues in particular

Other

No response

Companies not yet utilizing digital 
technologies

No plans for implementation

Other methods are sufficient

Implementation desired if possible

Plans for implementation

Implemented

 Lack of expertise
 Shortage of IT 

human resources
 Costs of 

introduction

Companies utilizing digital technologie

(N= 2,027)
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Changes to Operations and Business

From product-driven to service-
driven

Changes that have extended to 
manufacturing field operations

Rolling out low-cost and ready-made services and 
solutions for the manufacturing industry

Lack of expertise
Shortage of IT 

human resources
Costs of 

introduction

social distance social distance

Due to the COVID-19 pandemic, there have been restrictions imposed on industrial machinery manufacturers visiting 
customer premises and the dispatch of equipment technicians to company factories
Shift from the sale of hardware to improving ties with customers through the continual provision of services

One-Time Subscribed

Added Value
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Overview of IIJ Industrial IoT Secure Remote Management
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Overview of IIJ Industrial IoT Secure Remote Management

Machinery
 Industrial machinery network connectivity

 Improved maintenance efficiency

 More advanced after-sales service

Factory
 Plant equipment network connectivity

 Visualization of production capacity, improved 

productivity and quality

 Equipment maintenance and reduced downtime

■ For industrial machinery and measuring instrument manufacturers

Monitoring the 
Operational State 

of Equipment

Remote 
Equipment 

Maintenance

Development of 
IoT-compatible 

Measuring 
Instruments

■ For plant equipment maintenance / production control departments, system integrators
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IIJ Industrial IoT Secure Remote Management / Machinery

Enhancing after-sales service to the end users receiving equipment deliveries
(Continued provision of added value)

Customer A

Customer B

Customer C

Customers are able to monitor 
their own equipment

Industrial Machinery 
Manufacturer
Maintenance 

Personnel

Monitoring of the equipment delivered to customers

IIJ Closed Network

WISE-aaS/Dashboard
WISE-PaaS/APM

Networking of industrial machinery and measuring 
equipment
Streamlining of remote maintenance and inspections

Real-time collection of equipment data
Remote monitoring and proactive response

For industrial machinery manufacturer maintenance 
personnel

For industrial machinery manufacturer maintenance personnel 
and sales representatives
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IIJ Industrial IoT Secure Remote Management / Factory

From visualization and data analysis to improvement activities and enhancement 
of productivity and quality

WISE-PaaS/Dashboard OEE Water treatment facility 
management

Real-time collection of equipment operation and production 
data
Visualization of facility utilization rate and production 
volume

Eliminate paper-based tasks and introduce sensing for 
equipment state and measurement values
Reduce downtime by detecting abnormalities at an early 
stage

For production control departments For equipment maintenance departments
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Solution Features

Remote Monitoring and Remote Access Utilizing a Secure Network

Industrial machinery is not connected to the Internet
Internet

Customer Network

IIJ Mobile Network

NTT DOCOMO Network

IIJ Backbone Network

L2 Connection

 Resilient against risks such as unauthorized access and 
DDoS attacks

 Hardened against risks such as computer viruses

Secure because it cannot be accessed from the outside

Remote business operations conducted over a safe network
 Only the assigned personnel monitor industrial 

machinery
 Only the assigned personnel remotely access edge 

devices

Remote Monitoring

Remote Access

△ Internet

▽ Closed 
network
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Solution Features (Delivery)

One-stop Provision

Secure IIoT Network

Open & Multi

Application templates

Features of WISE-PaaS IIJ Japan-East

Mobile Network / PaaS

Introduced in a 
short period of 

time

Low-cost small starts

Solutions and packages 
based on manufacturing 

operations

Ready-made

Edge Devices

Effects of introduction

Through application templates based on manufacturing operations such as production control and 
equipment management along with standardized edge devices, mobile networks and PaaS, small starts 
with a short lead time and at low cost are achieved

Skipping wiring work with the use of mobile

Utilize the cloud and start from a single unit of equipmen

Plant and 
Production 
Equipment
Closed Network 
Connection
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Solution Details
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Solution Details

IIJ IoT Service (IoT Platform)

Edge Devices

Connectivity IoT 
Platform

Cloud 
Applications

Applications Developed 
as Templates

Full MVNO SDN-WAN

Powerd by

IIJ Japan-East

LoRaWAN® 
Compatible Vibration 

and Temperature 
Sensor

LoRaWAN® 
Compatible Remote I/O 

Module

Linux Gateway 
Certified for IIJ Mobile 

Communications

Industrial Computer 
Certified for IIJ Mobile 

Communications

Serial / Ethernet 
Remote I/O Module

WISE-2410 WISE-4610 ECU series UNO series ADAM series
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Conceptual Image of Provided Systems

Edge Devices Connectivity & IoT 
Platform Cloud Computing Application 

Development

Measuring Instruments

PLC/CNC

Plants / Equipment
IIJ Mobile 
(Closed)

IIJ IoT Service WISE-PaaS IIJ 
Japan-East
(IIJ Cloud)

Closed network connection (safe network that does not reach the Internet)

Real-time equipment 
monitoring

Plant Production 
Utilization Rate

Error 
notificati

on

Maintenance

Gateway

Vibration sensor

I/O module

Wireless base station

Measuring Instruments

LoRaWAN® 
(wireless)

Industrial machinery 
and measuring 

instrument 
manufacturer personnel

Plant Equipment 
Maintenance and 

Production Control 
Department Personnel

Customers

Web 
Screen 

Browsin
g

Transmission of 
equipment operating 

data

Equipment 
Monitoring

Remote 
Access

Device 
Monitoring

Device 
Control

Manufacturi
ng-oriented 

system 
integrator

Devel
opme

nt

Development 
Support

Provision 
of System 
Integration
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Equipment monitoring through vibration and temperature sensors

Reference Pricing

- Monthly expense: 17,000 yen ~
* Mobile and cloud usage expenses 

(excludes initial equipment purchase expenses)

WISE-2410
Vibration and 
temperature 

sensors

Kiwitec
LoRaWAN® gateway

WISE-PaaS/Dashborad
Dashboard, time series analysis and anomaly detection 

(determinations based on ISO 10816 standards)

Closed mobile

LoRaWAN🄬🄬

Use of LoRaWAN® wireless, which is effective for dangerous locations such as places that are high or difficult 
to reach with a power supply, as well as vast plant facilities
Bring greater efficiency to equipment diagnostic tasks through a dashboard application developed by IIJ
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Method of Provision

WISE-PaaS installed by IIJ for the customer
* IIJ is also looking for affiliate partners

Domain-Focused 
SI

(DFSI)

WISE-PaaS Sales
WISE-PaaS Support

Operation and 
management of cloud 
and network services

WISE-PaaS Sales, Installation 
and Installation Support
WISE-PaaS Support

End Users from Various Business 
Types and Industries

DFSI Partners

.
・
・

WISE-PaaS Solution 
Integrator

iFactory &
Industry 4.0Smart City

Solutions

Machine to
Intelligence

iHospital

Energy &
Environment

iRetail

iLogistics
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Disclaimer
Statements made in this presentation regarding IIJ’s or managements’ intentions, beliefs, expectations, or predictions for the 
future are forward-looking statements that are based on IIJ’s and managements’ current expectations, assumptions, 
estimates and projections about its business and the industry. These forward-looking statements, such as statements 
regarding revenues, operating and net profitability are subject to various risks, uncertainties and other factors that could 
cause IIJ’s actual results to differ materially from those contained in any forward-looking statement.
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